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The Environmental Protection and Enhancement
Act, RSA 2000, c E-12 (the EPEA)

» Section 2: The Purpose of the Act

= To support and promote the protection, enhancement and wise use of the
environment, while recognizing:

= Protection of the environment is essential to the integrity of ecosystems, human health,
and the well-being of society

» The need for Alberta’s economic growth and prosperity in an environmentally
responsible manner

= The principle of sustainable development...




The Environmental Protection and
Enhancement Act, RSA 2000, c E-12
(the EPEA)

» Section 1(t): Definifion of
“environment”

» The components of the
earth, including:

» Air, land, and water;
» All layers of the atmosphere

» All organic and inorganic matter and living
organisms

» The interacting natural systems that include
components referred to above




G Rights and Responsibilities
of Local Authorities under
c the EPEA

-

T »'Local Authority” means (s. 1(jj)):
» The corporation of a city,
town, village, summer
village, municipal district
or specialized
municipality;

» Inthe case of an
improvement district, the
Minister responsible for the
Municipal Government Act
(the “MGA");

» A regional services commission
under Part 15.1 of the MGA;

» A growth management board
under Part 17.1 of the MGA



Rights and Responsibilities of Local
Authorities under the EPEA

= Transfer of Administration (s. 18)

= The Minister may...transfer the administration of a provision of this Act to any

person and may specify the terms and conditions under which, and subject to
which, the fransfer is made;

= Where the administration of a provision of this Act has been transferred to
another person...and in the Minister’s opinion that person is not properly
administering the provision, the Minister may, after serving written nofice on the

person, cause any other person designated by the Minister to administer the
provision.

= | ocal authority inspectors and Investigators (s. 27)

= Each local authority shall designate a sufficient number of inspectors and

investigators to carry out the administration of provisions of this Act that are
transferred to it...




Specific Implications for Local
Authorities

»Waste on land owned by a local authority (s. 180)

» Environmental protection order to clean up unsightly property
(s. 183)

»Liability of local authority for costs of cleaning up (s. 184)

» Collection of expenses as taxes (s. 185)

»Review of environmental protection order to clean up (5.186)
»Protection from liability (s. 220)

» Liability of public officials (s. 233)



Specific Obligations -
Waste on Land Owned by a
Local Authority (s. 180)

» No person shall dispose of waste on any land
owned or administered by alocal authority
except:

» At awaste management facility constructed
and operated in accordance with the Act

» Through arefuse disposal system established
by alocal authority

» Inacontainer placed for the purpose of
collecting waste

» By burning the waste:

» In accordance with a permit, license or
other consent issued by a local authority, or

» Pursuant to an approval or registration
under the Act

» Or

» In any other manner specified in the
regulations




Specific Obligations — Environmental
Protection Order (s. 183)

= |f an inspector or investigator considers any property when viewed from a
highway to be unsightly property, the inspector or investigator may issue an
environmental protection order to clean up the unsightly property.

= The environmental protection order shall be directed to the registered owner or
the person in control of the subject property.

= The order may require the person to whom it is directed to do any or all of the
following within a period of time specified in the order, which must not be more
than 60 days from the date of the making of the order:

» Remedy the condition of the property as directed in the order

= Demolish or remove any waste causing or contributing to the unsightliness of the
property
= Construct anything to prevent the property from being visible from a highway

= Do any other thing to remedy the unsightliness of the property




Specific Obligations - Liability of Local
Authority for Clean-up Costs (s. 184)

» When an environmental protection order is issued in

respect of land located in a municipality, and the

= =] person to whom it is directed fails fo comply with the
e . s e order, the Director may direct the local authority of
= P mo’r rr(\junicipoli’ry to perform any work required under
= S e T e order.

TR ' » When expenses are incurred by a local authority for any

: il work required as above, the local authority may serve a

® = statement of the expenses, together with a demand for

& , - payment to the reqgistered owner of the land, and on
I i, = the occupant if the land is occupied.

[ , =% » A copy of the statement of expenses and demand for
- = payment shall be served on the council of a local
e authority in a case where the local authority is a city,
T el town, village, summer village or municipal district or a
A G O T settflement under the Metis Settlements Act.




Specific Obligations — Collection of
Expenses as Taxes (s. 185)

» |f the person on whom the statement of expenses and demand for
payment are served fails to pay the amount set out in the statement within
30 days, the local authority may cause the amount paid by it to be placed
on the tax roll as an additional tax against the land concerned and the
amount may be collected in the same manner as taxes are collected.




Specific Obligations — Review of
Environmental Protection Order (s.

] 8-6\l/here an environmental protection order is issued under s. 183, the person
to whom the order is directed may submit a request to the local authority
of the municipality in which the property is located for a review of the
order.

= A request for review must be made in writing within 21 days after the
requestor receives the order.

» A request forreview shall be heard by a committee appointed by

» . .the counsel of the local authority where the land concerned is located in a
municipality...this committee must include at least one elected member of the
councill

» The committee may confirm, rescind, or vary the order reviewed.




Specific Obligations - Protection
/ from Liability (s. 220)

»No action for damages may be commenced against:

» A person who is an employee, agent, oris under
contract to the Government / Government agency

A person designated as an inspector or investigator

A person to whom the Minister has delegated a power,
duty, or function under this Act

» Any person...to whom the administration of a provision
of this act has been transferred

A member of the Environmental Appeals Board

For anything done or not done by that person in good
faith while carrying out that person’s duties or exercising
that person’s powers under this Act including, without
limitation, any failure to do something when that person
has discretionary authority to do something but does
not do it.




Specific
Obligations —
Liability of Public
Officials (s. 233)

» Where a person who is acting under the direction of
» A Minister of the Government
» An official of the Government

» A member of a council of a local authority, or

» The CAO or designated officer of a local authority

Commits an offence under this Act, that Minister, official, council
member, or officer is also guilty of the offence and is liable for the
punishment provided for the offence, if that person knew or ought
reasonably to have known of the circumstances that constituted the
commission of the offence...

» No person shall be convicted of an offence as detailed above if
that person establishes on the balance of probabilities that the
person took all reasonable steps to prevent the commission of
the offence.



Environmental Assessments

Mandatory Activities, Exempted Activities, and Process




Environmental Assessments — Purpose

(s. 40) The purpose of the environmental assessment process is:
= To support the goals of environmental protection and sustainable development

= To intfegrate environmental protection and economic decisions at the earliest
stages of planning an activity

= To predict the environmental, social, economic and cultural consequences of a
proposed activity, and to assess plans to mitigate any adverse impacts

= To provide for the involvement of the public, proponents, the Government and
Government agencies in the review of proposed activities




Environmental Assessment (Mandatory and
Exempted Activities) Regulation, Alta Reg.
111/1993

» Schedule 1 - Mandatory Activities (i.e. Activities
requiring an Environmental Assessment)

Z o » Schedule 2 - Exempted Activities (i.e.
Activities not requiring an Environmental
Assessment)

» All other activities are discretionary - meaning the
Minister can order an Environmental Assessment
depending on the circumstances and purposes of
the Assessments




Environmental Assessments —
Mandatory Activities (Schedule 1)

The construction, operation, or reclamation of...
A pulp, paper, newsprint, of recycled fibre mill with a capacity of more than 100 tonnes per day;

A quarry producing more than 45 000 tonnes per year;

A dam greater than 15 metres in height when measured to the top of the dam

®» From the natural bed of the watercourse at the downstream toe of the dam, in the case of a dam across a
watercourse, or

» From the lowest elevation at the outside limit of the dam, in the case of a dam that is not across a watercourse;
A water diversion structure and canals with a capacity greater than 15 cubic metres per second;

A water reservoir with a capacity greater than 30 million cubic metres;

A tourism facility that is expected to attract more than 250 000 visitors per year and will be immediately adjacent to
ﬁg%(r:gll%gle%%lgecsﬁrve, a natural area or a wilderness area under the Wilderness Areas, Ecological Reserves and

A surface coal mine producing more than 45 000 tonnes per year;

A coal processing plant within the meaning of the Coal Conservation Act;

An oil sands mine;

A commercial oil sands, heavy oil exiraction, upgrading or processing plant producing more than 2000 cubic metres
crude bitumen or its derivatives per day;

A thermal electrical power generating plant that uses non-gaseous fuel and has a capacity of 100 megawatts o
greater;

A hydroelectric power generating plant with a capacity of 100 megawatts or greater;



Environmental Assessments —
Mandatory Activities (Schedule 1)

The construction, operation, or reclamation of...

= an oil refinery;

=  An ethylene or ethylene derivative manufacturing plant;

» A benzene, ethyl benzene or styrene manufacturing plant;

= A sour gas processing plant that emits more than 2.8 tonnes of sulphur per day;

= A chlor-alkali manufacturing plant;

= A vinyl chloride or polyvinyl chloride manufacturing plant as defined in the Air Emissions Regulation;
» A formaldehyde manufacturing plant;

» A pesticide manufacturing plant;

=  An explosives manufacturing plant;

= A cementorlime plant;

= A chemical fertilizer manufacturing plant;

=  Asteel mill with a coke oven;

» A hazardous waste incinerator that accepts hazardous waste from an off-site source;

» A landfill that accepts hazardous waste from an off-site source.




Environmental Assessments —
Exempted Activities (Schedule 2)

The construction, operation, or reclamation of...

=  Asweet gas processing plant that emits less than 384 kilograms of oxides of nitrogen per day;
= A plant, structure or thing
=  For the manufacture of ready-mixed concrete;
=  For the manufacture of containers as primary metal or metal products;
=  For the manufacture of tools or hardware as primary metal or metal products;
=  For the manufacture or processing of secondary food products, beverages or animal by-products;
=  For seed cleaning or forage drying;
=  For the manufacture of furniture, cabinets, structure members, boxes, pallets or containers from wood;

= A waterworks system that is subject to the Potable Water Regulation or a wastewater system that is subject to
the Wastewater and Storm Drainage Requlation;

=  Asubsurface sewage disposal system;
= A pipeline with a length in kilometres fimes diameter in millimetres resulting in an index number of less than 2690;
= A fransmission line;

=  Asand, gravel, clay or marl pit that is less than 2 hectares (5 acres) in size;




Environmental Assessments —
Exempted Activities (Schedule 2)

The widening or realignment of an existing highway;

The drilling or reclamation of a water well;

The drilling or reclamation of a water observation well or monitoring borehole;
The drilling, construction, operation or reclamation of an oil or gas well;

The construction, operation or reclamation of a day use recreation site and associated
facilities, a campground, a facility for the interpretation and study of the environment, a
downhill skiing facility or a combined downhill and cross country skiing facility in a
non-mountainous areq;

The maintenance and rehabilitation of a water management project, including a dyke,
dam, weir, floodgate, breakwater, drain, groyne, ditch, basin, reservoir, canal, tunnel,
bridge, culvert, crib, embankment, headwork, fishway, flume, aqueduct, pipe, pump or
measuring weir;

The construction, operation or reclamation of a plant, structure or thing for the generating
of wind electric power or solar electric power, with a total nominal capacity not
exceeding 1 megawatt.



Environmental Assessments —
Discretionary Requirements (s. 41
EPEA)

=» Where any Director is of the opinion that the potential environmental
impacts of a proposed activity warrant further consideration under the
environmental assessment process, that Director may refer the proponent
or the proposed activity to the Director who is designated for the purposes
of sections 43 to 56 so that the proposed activity may be dealt with under
section 44.



Environmental Assessments — The
Process

= |nitial Review by Director (s. 44)

= Whether Environmental Impact - ch))vmon of Further Information (s.

Assessment Report required (s. 45)

Publication of Environmental
» Effect of a Statement of Concern (s. -
46) Impact Assessment Report (s. 52)

= Minister Ability fo Order an = Powers of the Director (s. 53)
Environmental Impact Assessment = Powers of the Minister (ss. 54 — 55)

Report (s. 47) » Register of Environmental

= Terms of Reference (s. 48) Assessment Information (s. 56)
» Contents of an Environmental » |nter-jurisdictional agreements re:
Impact Assessment Report (s. 49) Environmental Assessment (s. 57)

» Submission of Report (s. 50)




Environmental Assessments — Initial
Review by Director (s. 44)

= Where a proponent or proposed activity is referred to the Director...the
Director shall:

» |f the proposed activity is a mandatory activity, direct the proponent...to
prepare and submit an environmental impact assessment report...or

= |f the proposed activity is not a mandatory activity,

» Make a decision that the potential environmental impacts of the proposed activity
warrant further consideration under the environmental assessment process and require
that further assessment of the proposed activity be undertaken, or

» Make a decision that further assessment of the proposed activity is not required and, if it
is an activity for which an approval or registration is required, advise the proponent that
it may apply for the approval or registration.

» The Director may require a proponent to submit a disclosure document in
the form and containing the information required by the Director to assist
the Director in making a decision.




Environmental Assessments — Initial
Review by Director (s. 44)

>

>
>
>

In making a decision, the Director shall consider:
The location, size and nature of the proposed activity;
The complexity of the proposed activity and the technology to be employed;

» Any concernsinrespect of the proposed activity that have been expressed by the public
of which the Director is aware;

The presence of other similar activities in the same general area;
Any other criteria established in the regulations;

Any other factors the Director considers to be relevant.

» The proponent shall provide notice of a decision of the Director in accordance with

>

the regulations.

Any person who is directly affected by a proposed activity that is the subject of a decision
of the Director may, within 30 days after the last notice under subsection (5) or within any

longer period allowed by the Director in the notice, submit a written statement of
co?c_?rn to the Director setting out the person’s concerns with respect to the proposed
activity.




Environmental Assessments — Whether
a Report is Required (s. 45)

= Where the Director decides that further assessment of a proposed activity is
required, the Director shall, in accordance with the regulations,

= Prepare ascreening report regarding the need for the preparation of an
environmental impact assessment report, and

= Decide whether preparation of an environmental impact assessment report is
required.

= Where the Director decides that preparation of an environmental impact
assessment report is not required, the Director

= Shall advise the proponent of that fact

= |f the activity is one for which an approval or registration is required, shall advise the
proponent that it may apply for the approval or registration, and

= May refer any information on the potential environmental impacts of the proposed
activity to the Director responsible for issuing the approval or registration.




Environmental Assessments — Whether
a Report is Required (s. 45)

» Where the Director decides that preparation of an environmental impact
assessment report is required, the Director shall by order in writing direct
the proponent to prepare and submit the report in accordance with this
Division.

» The Director shall provide notice of their decision regarding the

preparation of an environmental impact assessment report in accordance
with the regulations.




Environmental Assessments — Statements of
Concerns & Ministerial Orders (ss. 46 & 47)

= The Director shall, in accordance with the regulations, give due
consideration to all statements of concern that have been submitted and
shall not make a decision unftil the applicable period in s. 44(6) has expired.

= |f the Minister is of the opinion that an environmental impact assessment
report is necessary because of the nature of a proposed activity, the
Minister may by order in writing direct the proponent to prepare and submit
the report in accordance with this Division, notwithstanding that

= The Director has not ordered an environmental impact assessment report, or

= The proposed activity is the subject of an exemption under the regulations.




Environmental Assessments — Terms of
Reference (s. 48)

» Where a proponent isrequired to prepare an environmental impact
assessment report, the proponent shall prepare proposed terms of
reference for the preparation of the report in accordance with
requirements specified by the Director and shall submit the proposed
terms of reference to the Director.

» The proponent shall provide notice of the proposed terms of reference
and make them available in accordance with the regulations.

» After allowing what the Director considers to be a reasonable time for the
receipt of comments inrespect of the proposed terms of reference, and
after giving due consideration to those comments, the Director shall issue
final terms of reference for the preparation of the report to the
proponent.

» The Director shall make the final terms of reference available
in accordance with the regulations.




Environmental Assessments — Contents
of the Report (s. 49)

=  An environmental impact assessment report must be prepared in accordance with the final terms of reference issued by the
Director and shall include the following information unless the Director provides otherwise:

= A description of the proposed activity and an analysis of the need for the activity;

=  An analysis of the site selection procedure for the proposed activity, including a statement of the reasons why the proposed
sife was chosen and a consideration of alternative sites;

=  An identfification of existing baseline environmental conditions and areas of major concern that should be considered;

= A description of potential positive and negative environmental, social, economic and cultural impacts of the proposed
activity, including cumulaftive, regional, temporal and spatial considerations;

=  An analysis of the significance of the potential impacts identified under clause (d);
= The plans that have been or will be developed to mitigate the potential negative impacts identified under clause (d);
=  Anidentfification of issues related to human health that should be considered;

= A consideration of the alternatives to the proposed activity, including the alternative of not proceeding with the proposed
activity;

= The plans that have been or will be developed to monitor environmental impacts that are predicted to occur and the plans
that have been or will be developed to monitor proposed mitigation measures;

= The confingency plans that have been or will be developed in order to respond to unpredicted negative impacts;

= The plans that have been or will be developed for waste minimization and recycling;

= The mannerin which the proponent intends to implement a program of public consultation in respect of the undertaking of
the proposed activity and to present the results of that program;

= The plans that have been or will be developed to minimize the production or the release into the environment of substances
that may have an adverse effect;

= The final terms of reference issued by the Director under section 48(3);

=  Any ofherinformation that the Director considers necessary to assess the proposed activity.




Environmental Assessments — Submission,
Providing Additional Information, and
Publication (ss. 50 — 52)

= The proponent shall submit the environmental impact assessment report 1o
the Director for review.

= The Director may, at any time after receipt of an environmental impact
assessment report, require the proponent to submit to the Director any
additional information respecting the proposed activity that the Director
considers necessary for the review of the proposed activity.

The Director shall require the proponent to publish the environmental
Impact assessment report and otherwise make it available in accordance
with the regulations.




Environmental Assessment — Powers of
the Director (s. 53)

= Where in the opinion of the Director an environmental impact assessment
report is complete, the Director shall

= qadyvise the Alberta Energy Regulator or the Alberta Utilities Commission, as the
case may be, that the report is complete, in a case where the proposed activity
is one inrespect of which the approval of either body is required,

= advise the Natural Resources Conservation Board that the report is complete, in
a case where the proposed activity is a reviewable project within the meaning of
the Nafural Resources Conservation Board Act, or

= in any other case, submit the environmental impact assessment report to the
Minister together with any further information and any recommendations that the
Director considers appropriate.



Environmental Assessment — Powers of
the Minister (ss. 54 — 55)

= Where the Director submits an environmental assessment report to the Minister
and the proposed activity is one in respect of which an approval, registration, or
license, or an amendment to an approval, registration, or license is recﬁired, the
Minister may advise the proponent that the proponent may apply for the
appropriate approval, registration, license or amendment.

=  Notwithstanding anything in this Act, the Minister may refer a proposed activity
to the Lieutenant Governor in Council with the recommendation that the
Lieutenant Governor in Council make an order prescribing the proposed
activity as a reviewable project within the meaning of the Natural Resources
Conservation Board Act.

= Where the Director submits an environmental impact assessment report to the
Minister, the Minister may make any recommendations in respect of the
proposed activity that the Minister considers necessary to any person, the
Government, a Government agency, a government of another jurisdiction or
an agency of that government that may be dealing with the proposed activity.




Environmental Assessments — Register
of Assessment Information (s. 56)

= The Director shall establish and maintain in accordance with the regulatio
a register containing any documents and other information that the

regulations require that are provided to the Director or created or issued by
the Director under this Division.



Environmental Assessments — Infer-
jurisdictional Agreements (s. 57)

= Where a federal or extra-provincial law contains provisions that operate for substantially
the same purpose as corresponding provisions of this Division, the Minister may, with
respect to a proposed activity that is governed in part by the laws of Alberta and in part
by the laws of Canada or the other province or territory, enter into an agreement or
arrangement with any Minister or agency of the Government of Canada or of the other
province or territory for any or all of the following purposes:

= to determine what aspects of the activity are governed by the laws of both jurisdictions;
= to provide for the carrying out jointly by both jurisdictions of
= the environmental assessment process, or any part of it, for the purposes of this Division, or

= the provisions in any enactment of the other jurisdiction that operate for substantially the same
purpose as this Division

= to provide for the adoption by one or both jurisdictions, for the purposes of their
environmental assessment requirements, of

= all or part of the environmental assessment or review process of the other jurisdiction, and

= reports and similar documents prepared by or under the authority of the laws of the other jurisdiction
as part of the environmental assessment or review process of that jurisdiction.




Applying the EPEA In
Conjunction with the MGA




We begin with — Section 3(a.1) of
the MGA

“The purposes of a municipality are...to foster the well-being of the
environment...”




Municipal Government Act —
Environmental Reserve (s. 664)

= Subject to s. 663 and subsection (2), a subdivision authority may require the owner of a parcel of
land that is the subject of a proposed subdivision to provide part of that parcel of land as
environmental reserve if it consists of

a swamp, gully, ravine, coulee or natural drainage course,
land that is subject to flooding oris, in the opinion of the subdivision authority, unstable, or

a strip of land, not less than 6 meftres in width, abutting the bed and shore of any body of water

A subdivision authority may require land to be provided as environmental reserve only for one or
more of the following purposes:

to preserve the natural features of land referred to above;
to prevent pollution of the land or of the bed and shore of an adjacent body of water;

;ro ednsure public access to and beside the bed and shore of a body of water lying on or adjacent to the
and;

to prevent development of the land where, in the opinion of the subdivision authority, the natural features
of the land would present a significant risk of personal injury or property damage occurring during
development or use of the land.




Municipal Government Act —
Environmental Reserve (s. 664)

= |f the owner of a parcel of land that is the subject of a proposed subdivision and
the municipality agree that any or all of the land that is to be taken as
environmentalreserve is instead to be the subject of an environmental reserve
easement for the protection and enhancement of the environment, an
easement may be registered against the land in favour of the municipality at a
land titles office.

= The environmental reserve easement
= Must identify which part of the parcel of land the easement applies to,

= must require that land that is subject to the easement remain in a natural state as if it
were owned by the municipality, whether or not the municipality has an interest in
land that would be benefitted by the easement,

= runs with the land on any disposition of the land,

constitutes an interest in land in the municipality, and
= may be enforced by the municipality.




Municipal Government Act —
Environmental Reserve (s. 664)

=  An environmental reserve easement does not lapse by reason only of
= Non-enforcement of if,

= The use of the land that is the subject of the easement for a purpose that is
inconsistent with the purposes of the easement, or

= A change in the use of land that surrounds or is adjacent to the land that is the
subject of the easement.

= When an easement is presented for registration under subsection (2), the
Registrar must endorse a memorandum of the environmental reserve
easement on any certificate of title relating to the land.

= Despite section 48(4) of the Land Titles Act, an easement registered under
subsection (2) may be removed only pursuant to section 658(3.1).




Municipal Government Act —
Environmental Reserve (s. 664)

= An environmental reserve easement is deemed to be a condition or
covenant for the purposes of section 48(4) and (6) of the Land Titles Act.

= This section applies despite section 48 of the Land Titles Act.

= A caveat registered under this section prior to April 30, 1998 is deemed 1o
be an environmental reserve easement reqgistered under this section.




Agreements Respecting an
Environmental Reserve (s. 664.1)

» A municipality and an owner of a parcel of land may, before a
subdivision approval application is made or after it is made but before itis
decided, enter info a written agreement providing that the owner will or
will not be required to provide any part of the parcel of land to the
municipality as environmental reserve as a condition of subdivision
approval; specifying the boundaries of that part if required.

» Where the agreement provides that the owner will not be required to
provide any part of the parcel of land to the municipality as
environmental reserve, the subdivision authority must not require the owner
to provide any part of the parcel as environmental reserve as a condition
of approving a subdivision approval application.




Agreements Respecting an
Environmental Reserve (s. 664.1)

= Where the agreement specifies the boundaries of the part of the parcel of
land that the owner will be required to provide to the municipality as
environmental reserve, the subdivision authority must not require the owner
to provide any other part of the parcel as environmental reserve as a
condition of approving a subdivision approval application.

= Subsections (3) and (4) do not apply on a subdivision approval application
where either party to the agreement demonstrates that a material change
affecting the parcel of land occurred after the agreement was made.




Municipal Government Act —
Conservation Reserve (s. 664.2)

» A subdivision authority may require the owner of a parcel of land that is
the subject of a proposed subdivision to provide part of that parcel of
land to the municipality as conservation reserve if

» inthe opinion of the subdivision authority, the land has
environmentally significant features,

» thelandis not land that could be required to be provided as
environmental reserve,

» the purpose of taking the conservation reserve is to enable the municipality
to protect and conserve the land, and

» the taking of the land as conservation reserve is consistent with the
municipality’s municipal development plan and area structure plan.




Municipal Government Act —
Conservation Reserve (s. 664.2)

= Within 30 days after the Registrar issues a new certificate of title for a
conservation reserve, the municipality must pay compensation to the
landowner in an amount equal to the market value of the land at the time
the application for subdivision approval was received by the subdivision
authority.

= |f the municipality and the landowner disagree on the market value of the
land, the matter must be determined by the Land and Property Rights
Tribunal.




Municipal Government Act — Designation
of Municipal Land (s. 665)

= A council may by bylaw require that a parcel of land or a part of a parcel
of land that it owns or that it is in the process of acquiring be designated
as...environmental reserve [or] conservation reserve...

= Onreceipt of a copy of a bylaw under this section and the applicable fees,
the Registrar must do all things necessary to give effect to the order,
including cancelling the existing certificate of title and issuing a new
certificate of title for each newly created parcel of land with the
designation of

= _..environmental reserve, which must be identified by a number suffixed by the
letters “ER",

= conservation reserve, which must be identified by a number suffixed by the
lefters “CR"...




Case Law Decisions on EPEA
and Local Authorities




Young v Red Deer
County, 2022 ABKB 13

Council issued a Land Use Bylaw . .
amendment, which was challenged in Existing Pit
court

The concerned parcel was part of an
Environmentally Significant Areqa; the
amendment would allow future gravel pit
development

The Court held that there were issues of
procedural unfairness in the public
hearing process (Meetings were not
being held during covid)

Two of four environmental reports were
withheld from council; those relied on by
council were deficient

Cited in: Koester v. Wheatland
County, [2024] A.J. No. 261 reiterating the
requirement for public hearings

Discussion




Bow Valley Engage Society v. Alberta
(Environmental Protection and Enhancement
Act, Designated Director), 2025 ABKB 158

» This was a judicial review applicatfion brought by Bow Valley Engage Society
and the Stoney Nakoda First Nations (Applicants) challenging a February 28,
2024 decision by the Designated Director under the EPEA. The Director had
declined to initiate an environmental impact assessment (EIA) in relation to
the Three Sisters Mountain Village and Smith Creek Area Structure Plans
(ASPs), finding they were @ conhnuohon of a 1992 provincially approved
project and therefore not a “proposed activity” under section 39(e) of EPEA.

» The application was dismissed due to the applicants not serving a relevant
party. However, the Court also considered the merits of the application and
concluded that, even if service had been properly effected, the Director’s
decision was reasonable and consistent with Canada (Minisfer of Citizenship
and Immigration) v Vavilov, 2019 SCC 65. The Director’s interprefation of
“proposed activity” was reasonable in light of the 1992 approval by the
Natural Resources Conservation Board (NRCB). As the ASPs fell within the
scope of that original approval and the associated development had
already commenced, the Director correctly found that the ASPs did not
constitute a new “proposed activity” under EPEA.




Responsible Plastic Use
Coalition v. Canada
(Environment and
Climate Change), 2023
FC 1511

The Federal Government's labelling of
all Plastic Manufactured Items (PMI) as
toxic was both unreasonable and
unconstitutional.

» Discussion

Canadian Plastic Bag Association v
Victoria (City), 2019 BCCA 254

» Upon petition by an environmental
organization, the City of Victoria
passed a by-law prohibiting stores
from providing or selling plastic bags.

In BC, where the “pith and
substance” of a by-law is
protection of the environment,
approval of the Ministeris requireg
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> The Kisikaw pisim solar farm now
provides almost half of the
electricity needed to power the E.L.
Smith Water Treatment Plant and ifs
rn— water tfreatment and distribution
processes.

> The plant provides 60% of the
drinking water for Edmonton and
more than 90 surrounding
communities.

»  Commissioned in fall 2022, the solar
farm is made up of:

» 30,350 solar panels on 51 acres
of land, for a total of 13.6
megawaftts of generation
capacity.

> A micro-grid system where
excess energy is stored in
baftteries. This allows us to
optimize our electricity use and
helps to make the plant more
resilient.




Heggelund v Grande Prairie (County No. 1)
Infermunicipal Subdivision and Development
Appeal Board, 2019 ABCA 284

Appeal of land rezoning for development of a motocross facility
Court considered s. 617 of the MGA concerning development and patterns of human se
Appellant’s noise concerns were addressed by the ISDAB

Environmental concerns were ill- defined

ISDAB has a broad discretion fo consider evidence, but such evidence must be of some
probative value




Edmonton (City) Library Board v.
Edmonton (City), [2021] A.J. No. 1454

» Dealt with questions of proximity of cannabis dispensaries (was there evidence to
demonstrate specific distancese Court needs to answer in the affirmative to allow the

appeal.)

» Citing Heggelund fors. 688(3) of the MGA “...the Library must demonstrate that the appeal
involves a question of law or jurisdiction of sufficient importance to merit a further appeal,
and that the appeal will have a reasonable chance of success...”

» Heggelundv Grande Prairie (County No. 1) Infermunicipal Subdivision and Development
Appeal Board, 2019 ABCA 28

» Appeal of land rezoning for development of a motocross facility

»  Court considereds. 617 of the MGA concerning development and patterns of human settlement
»  Appellant’s noise concerns were addressed by the ISDAB
> Environmental concerns were ill- defined

» ISDAB has a broad discretion to consider evidence, but such evidence must be of some probative value

» Discussion




>

80 the SDAB recognized that any concerns about possible nuisance issues -
and it expressly found no evidence that the cannabis store would "create”
nuisance issues - would be mitigated by the presence of a branch of the EPS in
close proximity to, and on the same site as, the proposed cannabis store. It also
noted that there were several "adult-oriented" uses next to the public library
which "arguably have more of an impact” than the proposed cannabis store
across 118th Avenue.



Please feel free to contact us with
questions:

msturko@ddc-lawyers.com

singh@ddc-lawyers.com
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Who Pays”? Your Roadmap to Financial
Recovery Following a Major Railway
Accident Involving Crude Qll

Alberta Municipalities Public Risk Conference
May 1- 2, 2025
Evario Events Centre, Edmonton

Chantal Guenette, Director K—\m @\

Ship and Rail Compensation Canada —

Rail Fund Ship and Rail
Compensation Canada

Rail Fund




Are you familiar with the process of -

A

Ship and Rail

recovering costs after a rail accident

involving crude oil?

If “Yes”, ® If “No”, you’re at the
show your hand! right presentation!
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Presentation Outline

01 What is the Rail Fund?
Canada’s Rail Liability and

02 . .
Compensation Regime

03 Readiness Plan

04 Outreach

Compensation Canada
RRRRRRRR
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Ship and Rail
Compensation Canada

Who we are

Ship and Rail Compensation Canada

Canada’s compensation hub for anyone affected by oil
spills from ships or boats and by maijor rail accidents
involving crude oil.

Ship and Rail Compensation Canada is an
independent federal office managing two funds: the
Ship Fund and the Rail Fund.

Rail Fund

The Rail Fund compensates anyone affected by major
rail accidents involving crude oil.

Ship Fund
The Ship Fund compensates anyone affected by oll
spills from ships or boats.
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Our place within Ship and Rail —
Compensation Canada

/ Ship and Rail \

Compensation
Canada
Ship Fund Rail Fund

\_

/

Ship and Rail
Compensation Canada

Ship and Rail Compensation Canada

Canada’s compensation hub for anyone affected by oil
spills from ships or boats and by maijor rail accidents
involving crude oil.

Ship and Rail Compensation Canada is an
independent federal office managing two funds: the
Ship Fund and the Rail Fund.

Rail Fund

The Rail Fund compensates anyone affected by major
rail accidents involving crude oil.

Ship Fund
The Ship Fund compensates anyone affected by oll
spills from ships or boats.
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What is the Rail Fund? e

Rail Fund

We compensate anyone affected by
major rail accidents involving crude

oll.
NV /4
®

Canadians can access
compensation for damages that
exceed the liability limit of the railway
company involved in the accident. o S R

61



Why was the Rail Fund created? pae

Rail Fund

wY

. . g AR _ _‘4 Do,
The Rail Fund was created in response to the 2013 e, | @ ; Yt
Lac-Mégantic rail disaster, which resulted in: :
» death of 47 people
» destruction of the core downtown area
* release of about six million liters of crude oil
« evacuation of 2,000 people

clll
x|

Close to 4,300 claims were submitted, representing

1.5 billion dollars in estimated damages.

Espace mémoire
Source: Ville de Lac-Mégantic at https://www.ville.lac-megantic.qc.ca/commemorations/
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Canada’s Rail Liability and e

Ship and Rail
Compensation Canada

Compensation Regime

= Railway company involved in accident is liable.

n Polluter pays principle

= Shippers of crude oil contribute to the Rail Fund through levies.

Access to justice

= First layer of compensation is provided by the railway company involved:
—> Fault or negligence doesn’t have to be proven

» The Rail Fund provides compensation for all remaining eligible claims:
- Unlimited compensation is available

63



Liability coverage requirements — i

Ship and Rail

based on volume transported R

Crude oil volume shipped Minimum insurance required /
(tonnesl/year) liability limit per occurrence
Less than 100,000 $ 100 Million

100,000 - 1,500,000 $ 250 Million

1,500,000 + $ 1 Billion
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When is the Rail Fund activated? R

An accident must have occurred

National Railway Network

Canadian National

The accident involves a federally regulated
railway

Canadian Pacific

Other

1 500
L]
Kilometres

Crude oil is involved

Railway has paid up to its limit of liability

1.000

Ship and Rail

Rail Fund

Canada’s Rail Network, 2020

n Status: We are not accepting claims at this time.

Source: Transport Canada
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When does the Rail Fund start -l

Ship and Rail
Compensation Canada

accepting and paying claims? &

The railway company pays claims until it reaches its
Rail Fund liability limit.

- Then, Canadians can access compensation from the
Unlimited ) L )
Rail Fund, once it is activated.

_ There is no limit to how much compensation the Rail
Fund can provide. If its balance is exhausted, the
Minister of Finance can:

Railway company’s = Provide additional money from Canada’s
liability limit Consolidated Revenue Fund

$100 million — $1 billion » Direct payment of an additional levy

l
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The source of our funds T

Rail Fund

Companies that ship crude oil pay a levy, which is Examples of the per-tonnne
a fee placed on every tonr_1e of crude oil shipped by levy

|
The railway company collects the levy and pays it 2016-2017: $1.69 / tonne
on behalf of the shipper to Transport Canada. 2022-2023: $1.86 / tonne
2024-2025: $2.07 / tonne

!

The collected funds are then deposited into the The levy is adjusted annually
accounts of the Rail Fund and remain there until - based on inflation and the
needed. pros— ;14 Consumer Price Index.

I/

The Rail Fund also continues to grow with interest.
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Who can submit a claim? e

Rail Fund

Any person in Canada that has suffered damages.

Individuals

All levels of government,
incl. municipalities
Indigenous peoples

First responders and
clean-up organizations

Non-profit corporations

Corporations and

businesses

68



What types of damages does the —

Ship and Rail
Compensation Canada

Rail Fund cover? m

Personal injury or death Economic loss

L
£y

Emergency response costs

=

Clean-up costs

5
ﬁ Loss of hunting, fishing and gathering
opportunities for Indigenous peoples

Loss of subsistence living and cultural losses
Environmental reinstatement

N Property damage

Loss of non-use value of a public resource

We cover all damages resulting from a major accident involving crude oil. However, we
can only reimburse reasonable costs and expenses.

69



What does this mean for
municipalities?

Emergency response
costs

Personal injury or
death

Environmental

Clean-up costs reinstatement

Property damage Economic loss

A

-

Ship and Rail

Compensation Cana

da

Rail Fund

Accident in Emo, Ontario (2020)
Source: Transportation Safety Board, Report R20W0031
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How to submit a claim? e

Rail Fund

Document your damages, Tosses, and/or costs, as
well as decisions you have made, as soon as
possible (e.g., invoices, photos, other proofs of
loss).

Submit your claim to the railway company involved.

If the limit of liability of the railway company is
reached, all remaining claims are transitioned to the
Rail Fund. The claimant does not need to refile.

Claims must be filed within the limitation period:
3 years from the date of loss and 6 years from the
date of accident.

e
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Documentation for your claim

@ Documentation we will look for

Document your damages, losses,
expenses and/or costs, as well as decisions
you have made, as soon as possible. For
example:

« Contracts, statements of work, price
qguotes, invoices, and receipts

« deeds and land surveys

« appraisals, assessments, and survey
reports

« photographs and maps

-

A

Rail Fund

@ Elements of our assessment

Before you submit your claim, ensure it
addresses the following key points:

Describe the actions you took in response and
why.

Detail the extent of the damage and/or losses
you incurred.

Specify the amount you spent and why this
amount was reasonable.

Provide evidence to support your claim.
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Our checklist for municipal, local and —=XE&

Ship and Rail
Compensation Canada

Indigenous governments

Ship and Rail
Compensation Canada
Rall Fund

Compensation After a Major Rail Accident Involving Crude Oil:
Local Government Checklist

tep Status Update (complete, in
rogress, or pencing)

This checklist is for icipal, local and . It can help integrate
cost recovery info your raitway accident response planning. Incorporating the
suggested steps below directly into your response can simpfify the claims process

afterward,

Ship and Rail Compensation Canada manages two funds: the Ship Fund and the Rail Fund.

The Rail Fund compensates anyene affected by major railway aceidents invelving crude oil,
C: i can access ion from the Rail Fund for damages that exceed the liability
limit of the railway company involved in the accident,

1. What conditions must be met to submit a claim?

A. The accident is on a federally regulated railway OYes ONo
B. Crude oil is involved OYes ONe
C. Claims are subitted within the deadline: in most cases within OYes ONe
three years of the accident

If you answered "yes" o all these questions, compensation may be available. See the steps
below and consult our website for informatien about the specific accident.
2. What types of damages and losses are covered?

Municipal, local, and Indigenous governments can be compensated for all the following
damages and losses.

©One claimant can suffer multiple types of damages and losses—check all that apply:

DPersonal injury or death OEconomic loss

DEmergency response costs OLoss of subsistence living and cultural losses
OClean-up costs OLoss of hunting. fishing, and gathering
DOEnvironmental reinstatement opportunities for Indigenaus People

DProperty damage

Contact and resources for more information:
Website: vaww.ship-rail.ge.cairail | Email: info@sr-nr.ge.ca | Phone: 1-886-991-1727
Page 1 of 2

2 | Phone: 1-866-991-1727
Page 2 of 2

Be ready to recover costs and protect your
community when it matters most!

Our short and easy-to-use checklist includes:
v" Criteria and Conditions for Compensation
v What You Can Claim
v" How to Submit a Claim

the checklist by
scanning the QR
code!
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Our position in the Emergency —

Management Continuum

First, compensation
provided by the railway
company involved up to its 1. Prevention
liability limit. 4. Recovery W .4 mitigation
Once activated, the Rail
Fund starts accepting
claims.

* We pay all remaining

eligible claims.

2.
Preparedness

Accident

Ship and Rail
Compensation Canada

Rail Fund

We monitor all rail accidents
involving crude oil in Canada.
We are negotiating with railway
companies to formalize the
transition process of claims and
have signed several agreements.
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Preparedness Activities

111
1SS

Claims management
and assessment
support

Activation
management
protocols

4

O

Transition of claims

i

Ship and Rail
Compensation Canada

RRRRRRRR

Legal preparedness
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Accident Monitoring

We monitor rail accidents
involving crude oil to:

1.

|dentify trends and compensation
Issues;

Be aware of anyone bringing a
lawsuit against a railway company;

Redirect claimants to the relevant
railway company if they contact us
before the Rail Fund is activated.

MAP OF ACCIDENTS MONITORED IN 2023-2024

1. ST. LAZARE, MANITOBA -
FEBRUARY 16, 2019

* CN involved
= 37 cars carrying crude oil

* 14 cars leaked about 820,000

derailed

litres of crude oil

¢ QOil spilled in a pond used to

water cattle

« TSB investigation completed

(R19W0050)

3. GUERNSEY (LANIGAN),
SASKATCHEWAN -
DECEMBER 9, 2019

* CPKC involved

+ 19 cars leaked a
litres of crude oil

2. BARWICK, ONTARIO —
MAY 4, 2019

* CN involved

* 6 cars carrying crude oil
derailed

* No leaks

Ship and Rail
Compensation Canada

Rail Fund

[—— ]

5. EMO, ONTARIO -
FEBRUARY 18, 2020

bout 1.5 million

« No waterways were affected

= TSB investigation completed

(R19W0320)

* CPKC involved
+ 32 cars derailed, 19 cars

caught fire

- About 1.6 million litres of

crude oil released

* 85 residents evacuated
* TSB investigation ongoing

(R20W0025)

* CN involved
= 26 cars carrying crude oil

derailed

* 6 cars leaked about 320,000

liters of crude oil

¢ Six homes evacuated
* TSB investigation completed

(R20W0031)
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POPLAR RIDGE
ESTATES

11 |—— — LesTra&har ] ' Balmoral NW
. NORTH

Cyanet Red Og&d peer,

REDDEER {1 e

Case Study: Red ﬁ*@

Ship and Rail

Deer, Alberta =

Date: June 8, 2018

Incident: Canadian Pacific Railway
(CPR) train applied emergency brakes,
leading to the derailment of seven cars.

Derailed Cargo: One car carried sand;
six cars carried crude oil.

Emergency Response: Local fire
personnel and a CP HAZMAT team
responded to the site.

Damages: One car leaked crude oil; no
fire, no evacuations, no injuries.
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Railway network in Alberta pe
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Railway lines in Edmonton
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Railway lines in Calgary R
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Our new website

Strong focus on enhanced accessibility

Serves as our information hub, including our
readiness plan and eligibility criteria

Contains detailed information about monitored rail
accidents over the last six years, past incidents,
claims and decisions

Check out our new
website by scanning
the QR code!

Y\@A‘.Tﬁ

Ship and Rail

Compensation Canada
Rail Fund

Submit a claim to the Rail Fund

The Rail Fund compensates anyone affected by
major rail accidents involving crude oil.

(® Status: We are not receiving claims at this time

ON THIS PAGE

Who starts to pay after a railway accident? >

When does the Rail Fund start accepting_and paying_claims? >

Who can submit a claim? »

What type of damages and losses are covered? >

Accident monitoring

We monitor all rail accidents involving crude oil in
Canada.

We are currently monitoring five accidents.

« Itis unlikely that the Rail Fund will be activated by any
of these accidents.

We monitor rail accidents involving crude oil to:

« identify trends and compensation issues

« be aware of anyone bringing a lawsuit against a
railway company due to an accident

« redirect claimants to the relevant railway company if
they contact us before the Rail Fund is activated.

One way that we track rail accidents is by analyzing all
notifications we receive from the Transportation Safety
Board of Canada.
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Our outreach

« Conferences and trade shows
« Building relationships with local governments
and municipalities as potential claimants

« Enhancing municipalities’ preparedness
« Building awareness prior to an accident

* Providing educational material to municipalities
about our compensation process.

« Learning from all levels of government
« Emergency response coordination
« Learning from elected officials of Lac-Mégantic

A

-

Ship and Rail

Compensation Canada

Rail Fund




=

Summary R

Rail Fund

We compensate anyone affected by major rail accidents involving crude oil.

We start paying claims when the total amount of compensation exceeds the railway
company's liability limit.

for each tonne of crude oil transported by rail.

If the Rail Fund is activated, we will deploy resources to receive, assess and pay claims.

E As part of the polluter pays principle, the railway is strictly liable, and shippers pay a levy
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We want to hear from you! i

Ship and Rail

Rail Fund

What would help you feel more confident
o in navigating cost recovery after a rail
accident?

r Let’s talk after the presentation or send
- us an email!
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Find out more about us here T

P Website & Email: www.ship-rail.gc.ca | info@sr-nr.gc.ca Visit our
website

)

Address: 180 Kent Street, Suite 830, Ottawa, Ontario K1A ON5

Telephone: 1-866-991-1727

///

X: @ShipRailCAN

LinkedIn: Ship and Rail Compensation Canada | Indemnisation Navire et Rail Canada

B X
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Guarding the Gates:
Cybersecurity and Privacy
Strategies for Alberta
Municipalities

A Presentation to the Alberta Municipalities
2025 Public Risk Conference
May 2, 2025

Lindsay Nilsson
Mercy Iannicello
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Dolden

Where Are We?

Vancouver (34)

LY
.

Guelph (2) %z
Toronto (27)

Canada’s Specialty Insurance Law Firm

VANCOUVER | KELOWNA | CALGARY | GUELPH | TORONTO | HALIFAX MoN D RSS

Hal_ifax (2)

o avocats
lawyers

-ance Law Group
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Dolden

Dolden’s Municipal Team

« 24 lawyers across all offices in Canada

* Coverage and defence services for local
governments and their insurers

* Municipal legal advice hotline
* Risk management seminars
* (Class action defence expertise

 Public entity cyber breach services

Canada’s Specialty Insurance Law Firm
Ty 1 avocats
VANCOUVER | KELOWNA | CALGARY | GUELPH | TORONTO | HALIFAX MoN EEEETE» RS S - G055
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Dolden

’ MNetDiligence” \

ErcachCoac.h

Dolden’s Cyber Team

v

* 11 cyber lawyers, including 1 licensed to practice in Québec

* Act as breach coach on a variety of claims across Canada, including
ransomware, business email compromise, social engineering, theft, etc.

* Report and negotiate with federal and provincial regulators
* Defend cyber class actions
« Designated Net Diligence Authorized Breach Coach®

* Authored the very first Canadian cyber textbook providing
comprehensive review of cyber liability and insurance

90

Canada’s Specialty Insurance Law Firm
Ty = S D Y S Sag-iteler-| ts
VANCOUVER | KELOWNA | CALGARY | GUELPH | TORONTO | HALIFAX MoN EEEEED RSS - B35

up



Dolden
Released February, 2020
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CYBER LIABILITY AND J
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Dolden Agenda

1. Cyber/Privacy Breach

» Governing Legislation for Manitoba Municipalities
* Duties/Obligation
» Common Cyber and Privacy Risks

2. Privacy Impact Assessments

3. Recent Canadian Cyber/Privacy Class Actions
* Trends from the Courts
» The Rise of Artificial Intelligence

4. Ransomware Case Study and Risk Management Tips

92

Canada’s Specialty Insurance Law Firm
Ty 1 avocats
VANCOUVER | KELOWNA | CALGARY | GUELPH | TORONTO | HALIFAX MoN EEEETE» RS S - G055



Dolden

Cyber/Privacy Breach

Canada’s Specialty Insurance Law Firm
eye = avocats
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Dolden
What is a Cyber/Privacy Breach?

* When personal information is collected,
retained, used or disclosed in a way that is not
in accordance with legislation.

* What is personal information?

Canada’s Specialty Insurance Law Firm
- frocats
VANCOUVER | KELOWNA | CALGARY | GUELPH | TORONTO | HALIFAX MoN D RS S - &0
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Freedom of Information and
Protection of Privacy Act (“FIPPA")

* Regulates how municipalities collect, use, and
disclose personal information.

* Provides individuals with the right to access their
personal information.

 Covers all written records in the custody or under
the control of the municipality, including
minutes, agendas, letters, memos, reports, and
notes.

95
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Dolden

Freedom of Information and
Protection of Privacy Act (“FIPPA")

* Does Not Take Precedence Over:
— The Adoption Act
— The Child and Family Services Act
— The Mental Health Act
— The Securities Act
— The Statistics Act
— The Vital Statistics Act
— The Workers Compensation Act
— The Youth Criminal Justice Act

Canada’s Specialty Insurance Law Firm
Ty 1 avocats
VANCOUVER | KELOWNA | CALGARY | GUELPH | TORONTO | HALIFAX MoN EEEETE» RS S - G055



Dolden

Personal Health Information Act
(“PHIA")

* Governs the collection, use, and disclosure of personal
health information.

* Personal health information
is information that can be

linked to a specific person
and relates to:

— the individual’s health or health care |58
history, including genetic information;

— the provision of health care to that
individual; and,

— payment for health care provided to
that individual.
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Dolden

Breach Notification Requirement

* When: if there is a “real risk of significant harm” (low
hurdle)

* How: direct 2 mail/email/phone OR indirect

_—

* How Soon: as soon as feasible

* To Whom:
— Privacy Commissioner(s)
— Affected Individuals
— Authorities/Organizations
— Professional/Regulatory bodies
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Common Cyber and Privacy Risks

* Employee Misconduct & Error

* Business Email Compromise

* Wire Fraud & Social Engineering Fraud

* Ransomware I ' k-
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Privacy Impact Assessments for
Municipalities
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Privacy Impact Assessments

* Purpose: PIAs determine if new technologies,
information systems, and initiatives or proposed
programs/ policies comply with privacy
legislation/requirements.

* Goal: Manage privacy risk by identifying potential
privacy risks and ensuring there are measures in place
to mitigate the risk. *
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Privacy Impact Assessments

* Municipalities are required to conduct PIAs
when...

designing a new program or service
changing a program or service

changing the collection, use or disclosure of personal
information

changing business systems or infrastructure architecture that
affect the physical or logical separation of personal
information or the security mechanisms used to manage and
control access to personal information

anticipating that the public may have privacy concerns
regarding a new or modified program or service
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Recent Canadian Cyber/Privacy
Class Actions
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Class Actions: Trends

* Number of cases each year is increasing

* Bifurcation: harm based torts vs
negligence re: proof of harm

* Settlement values are increasing
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Boulay et al v. Federation des
Caisses Desjardins 2022 - Quebec

* Employee exfiltrated information and sold on
dark web

e Settled for $200,852,500
* Credit monitoring for 5 years
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A Canadian First: A Merits
Decision in a Privacy Class Action
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Lamoureux v. OCRCVM
Quebec CA -2022

* Claim against IIROC inspector who oversees
investment dealers

* Unencrypted laptop left on a train and was
stolen

 Contained PII: names, address, date of birth,
name of broker, account #; banking info

* Laptop never found

» After loss breach notice given to affected parties
and voluntary offer of one year of credit
monitoring
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Lamoureux v. OCRCVM

Quebec CA - 2022

* Action dismissed following common issues trial
(ie certified and goes to trial on the merits)

e Reason:

o No damages incurred by class members beyond ordinary
inconveniences of life - no evidence of psychological harm

o No evidence of improper use of data
o Monitoring of financial accounts is not compensable damage
o What would allow for damages is either:

 Psychological harm across the class

* Setting up credit monitoring, obtaining credit reports
and cancelling credit cards
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The Rise of Al

 Biometric data

 Facial Recognition
Technology

» Sitamarong v. Google
» Upload of photos to
Google
* Lack of adequate
disclosure and consent
* Appeal allowed
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SPOTLIGHT:
Ransomware Case Study
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Facts:

Company X, with an annual revenue of $25 million,
discovers their entire computer systems, including
all servers, have had malware installed. Company
X cannot get back into its systems, and company
operations have come to a halt.

The well-known group, Blackcat, leaves behind a
ransom note telling Company X that Blackcat has
accessed their network and extiltrated sensitive data
related to their employees, vendors and customers.
Blackcat makes a demand for $5 million. Payment
is required within 48 hours, or Blackcat has
threatened to publish the data on their leak site.

111

Canada’s Specialty Insurance Law Firm
VANCOUVER | KELOWNA | CALGARY | GUELPH | TORONTO | HALIFAX




Dolden

What now?!

* Report the Breach
* Get Breach Coach involved immediately

— Investigate the circumstances around the breach
— Coordinate Response
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FORENSICS:

The What? When? and How?

* Scoping Call

* Ransom Negotiation
* Containment

* Investigation

* Restoration
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Notification

Notification and Negotiation:

* Legal and regulatory compliance, law
enforcement, public/client relations

— Privacy Commissioner(s)
— Law Enforcement

— Affected individuals, clients and business
partners
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Costs and Ransomware
Considerations

Average costs to respond to “modest” cyber incident:
$150k-$200k

Forensic Investigation: $50,000-$150,000
Threat Negotiation: $8,500
Notification Expenses $5,000-$10,000
Credit Monitoring & ID Theft Expenses: $10 per person
Crisis Management/PR $10,000

Breach coach/legal $20,000-$30,000
Any Bl loss?

Repair/Restoration/Replacement Costs?
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Risk Management Tips

S e O

Pre-Breach Preparedness Plan

— Train Employees and Staff

— Encrypt and Back Up Critical Data

— Manage your Vendors

— Have a Data Protection and Destruction Policy
— Consider Cyber Insurance

Breach Counsel

— Crisis Management + Coordinate Response + Notification and Negotiation

Incident Response Plan

Updated/Backed up IT Systems
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Questions?
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